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NOVELTY - A user is identified by entering fingerprint (10) from a 
portable terminal. When the user has been registered a communication is 
established between terminal and authentication execution device (2). A 
common secret code is calculated for transmitting encrypted message 
(15). The message can only be decrypted based on calculated secret key. 

DETAILED DESCRIPTION - An INDEPENDENT CLAIM is also included for a 
portable terminal for authentication using biometrics identification, 
an authentication system using biometrics identification, a computer 
readable medium storing an authentication program. 
USE - For identifying PC user. 

ADVANTAGE - It provides security without the trouble of remembering 
passwords. 

DESCRIPTION OF DRAW I NG (S) - The figure shows a block diagram of the 
structure of an authentication system using biometrics. 
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ABSTRACT 



PROBLEM TQ BE SOLVED: To obtain an authentication device which has a high 
security and is free from the trouble that a password is preliminarily 
stored. 

SOLUTION: The fingerprint picture of a user detected by a fingerprint 
sensor 10 is converted to a digital picture, and its fingerprint features 
are extracted by a fingerprint feature extraction part 11. Fingerprint 
feature information and Secret information peculiar to the user are stored 
in a user information storage part 13. A fingerprint collation part 12 
compares stored fingerprint features with fingerprint information stored in 
the user peculiar information storage part 13 to discriminate whether the 
user is a registered user or not; and if the user is registered, secret 
Information paired with this fingerprint information is sent to an 
authentication message encryption part 15. A cipher key consensus part 14 
uses random numbers to generate a cipher key, and the authentication 
message encryption part 15 uses this cipher key to encipher the secret 
information and sends it from a communication message transmission part 16 
to an authentication execution machine 2. This machine 2 uses a cipher key 
generated by a cipher key consensus part 22 to decipher the message 
received from a portable terminal 1 by an authentication message 
deciphering part 23. 
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